Sequential Hypothesis Testing
Based on Machine Learning

Ryan Harvey! Paolo Braca®

Abstract—With the rapid proliferation of Machine-Learning
(ML) and Deep Learning (DL) based decision systems, properly
characterizing their often unpredictable performance is a key
challenge. In this work we introduce the notion of a Sequen-
tial Data-Driven Decision Function (S-D3F), as a data-driven
analogue to the Sequential Probability Ratio Test (SPRT). Key
performance metrics for sequential analysis are shown suitable
for use in analyzing the S-D3F’s performance both in terms of
error probabilities and average stopping times. The notion of
rate function from large deviations theory is extended to this
S-D3F test, and it is shown that with a sequential approach the
S-D3F can outperform its Fixed Sample-Size (FSS) counterpart
in the D3F as the average number of samples needed to make a
decision diverges.

Index Terms—Machine Learning, Artificial Intelligence, Se-
quential Inference, Sequential Analysis, Signal Detection, Large
Deviations Theory.

I. INTRODUCTION

The rapid developments in Machine Learning (ML) and
Artificial Intelligence (AI) over the recent decades have led to
significant paradigm changes in many fields, and aspire to rev-
olutionize disciplines spanning industrial, academic and cul-
tural life [12]. For example, Multi-Layer Perceptrons (MLPs)
are designated as universal function approximators, offering
the promise to approximate arbitrarily complex functions
provided they are suitably smooth [19]. Deep Learning (DL)
has further revolutionized artificial neural networks (ANNSs)
by offering a variety of architectures spanning from typical
feedforward structures to more complex networks with intri-
cate feedback loops and self-organizing structures [20].

Recently, efforts have been made to characterize statistically
the performance of ML techniques when applied to hypoth-
esis testing problems (classification) and estimation problems
(regression), e.g., see [4]. In the framework of random matrix
theory, the statistical performance of ML techniques is studied
in an asymptotic regime where the ratio between the number of
observations (features) n and the number of training samples
m is fixed. While both n and m grow asymptotically, n/m is
constant under these conditions, see e.g., [14], [17]. In such
a regime, it is possible to analytically study effects like the
“double-descent” in overparameterized cases.

As opposed to random matrix theory, in [10], techniques
from large deviations theory were applied to determine the
conditions necessary for a ML classifier to yield exponentially
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vanishing error probabilities against the number of informative
observations n. In particular, the notion of the Data-Driven
Decision Function (D3F) is introduced, and its corresponding
error rate functions are derived such that as n grows asymp-
totically, they are able to well approximate the performance
of the fixed-sample size test given by the D3F [10]. These
expressions were then derived under a variety of hypothesis
testing conditions (both simple and composite hypotheses),
including those of i.i.d. observations, as well as in the more
general case where conditional dependencies may be present.

To summarize, [10] derives a process for computing the
expressions:

o =P [F|Ho| ~ Guoe™" 1007, (1)
B =P [Flo[Ha] ~ Guae ), @

where 7{; indicates that the hypothesis H; was accepted.

The above give the analytical expressions for the proba-
bilities of False Alarm («,,), and Missed Detection (3,) in
terms of the number of informative observations, n, a sub-
exponential scaling term, (, o, and a threshold-dependent rate
function i () for a binary hypothesis test deciding between
Ho and H; using a D3F.

These rate functions Iy(7y) are given by the Fenchel-
Legendre Transform [8]:

I (v) = sup(yt — (1)), k=0,1, (3)
teR

where @ (t) is the limit of the (hypothesis-conditioned)
cumulant-generating function:
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where E[X |H,] is the expected value of X under H;, and 7™
is the D3F decision statistic of the n informative observations.

In [9], it was experimentally verified that the analytical
process in [10] is sound for D3F classifier performance predic-
tions, however this FSS approach to data-driven classification
comes with drawbacks which we examine.

A. Challenges with Fixed-Sample Size Detection

This D3F approach, as well as others (e.g., [1], [13], [26]),
seek to leverage the flexibility of ML/DL approaches for
detection problems (e.g., signal detection) when a classical
hypothesis testing approach like the Likelihood Ratio-Test
(LRT) may not be applicable/available. This can happen when
there is no clearly defined log-likelihood function, or when
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Fig. 1: Block diagram of S-D3F approach

explicit calculation of the Log-Likelihood Ratio (LLR) is too
expensive to be practical.

However, as demonstrated with the D3F in [10], as well as
for the Neyman-Pearson LRT in [11], there is a fundamental
trade-off that must be made in these Fixed-Sample Size (FSS)
tests.

In particular, given that Ip(y) and I;(vy) share a threshold,
the FSS test implies a fundamental trade-off between the rates
(and thus the exponential decay) of the two error probabilities
an, and B, [6]. This trade-off is illustrated in Fig. 2 and
serves as a key limitation for the FSS D3F. Specifically, it is
possible to get the maximum rate of error decay under a given
hypothesis at the cost of zero rate under the other hypothesis.
In other words when the value of the threshold ~ is fixed, we
identify the pair Ip(y) and I (7). It is possible to show that
the best achievable rate for i.i.d. observations are given by the
Kullback-Liebler divergence when the decision statistic is the
LLR.

In an effort to avoid this trade-off, the present work aims to
extend the concept of the D3F to the sequential domain, using
what we call the Sequential Data-Driven Decision Function
(S-D3F) (pictured in Fig. 1). It is clear from Fig. 2 that the S-
D3F is able to achieve the maximum error exponents for both
hypotheses simultaneously, (as opposed to the D3F which can
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only achieve one at a time) indicating that it does provide a
valuable alternative which does not make this compromise.

The key aspect that will be explained later is that the number
of observations is not fixed but is a random variable that
depends on the evolution of the observations. To analyze the
performance of the S-D3F, we will use concepts developed for
analysis of the Sequential Probability Ratio Test (SPRT) [25],
and demonstrate their extension to the S-D3F both analytically
and via numerical simulation. As in [10], where the D3F was
compared against the known optimal testing procedure (that
of the LLR), this work will compare the performance of the
S-D3F against the SPRT in a case where the likelihood ratio
is available.

B. Paper Contributions

This work makes two contributions. Firstly, we extend the
D3F procedure into the domain of sequential analysis and
develop approximate expressions for the error probabilities,
Average Stopping Number (ASN), and approximate error rates
based on the equivalent metrics used for the SPRT. In this
procedure, empirical approximations of the D3F’s performance
on the characterization set C will inform the parameters of
these performance metrics. We make comparisons against a
simple Laplace hypothesis test with the SPRT to produce
numerical results for the metrics of concern. Secondly, we
compare the notion of rate function used in both the FSS case
and the sequential case for the D3F, demonstrating the S-D3F
is able to achieve simultaneous rates that are near optimal.

II. PROBLEM FORMULATION

Let X be a sequence of i.i.d. (real-valued) observations
Z1,Z2, ... which originate from one of two possible hypothe-
ses, denoted Ho and Hi. We assume that the distribution of
the observation set /X’ remains consistent throughout all of our
observations and that X is sufficiently large.

Thus, the realized observation set X then consists of a set:

&)

where f(x;6)) is a parameterized likelihood function corre-
sponding to Hy, for kK = 0,1. We will in general require that
f(z;0;) be a well defined continuous density with finite mo-
ments. We define 0 to be the parameter which distinguishes

X:{xn:nEN,anf(l‘;ek)},
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former is derived automatically from the training data.

Fig. 3: Example S-D3F trial run under each hypothesis (left). Test statistic used in empirical trials in Sec. IV-A (right).

the two Hj, hypotheses. This set X is either finite or countable,
but must be of sufficient length for a decision to be made.

Define S(™ to be a real-valued decision statistic of the
first n observations of X such that S : R™ — R. The
fundamental purpose of S(™ is to use these n observations of
X to decide between three distinct possibilities [25]:

1) Hi: Hypothesis H; is accepted;

2) Ho: Hypothesis H is accepted;

3) (): More observations are needed.

This S(™) is known as a sequential decision statistic and
is distinct from FSS decision statistics in one key aspect:
the sample size required to come to a decision is a random
variable rather than an a priori fixed quantity [2], [25]. As
a result, one must specify the performance metrics of the
sequential test in terms of the distribution of n, as opposed to
the FSS regime.

While not all sequential decision statistics are of this form
[18], we will assume that S (") takes on the role of a cumulative

sum: n
S0 =3,
k=1

where s; is the single sample test-statistic corresponding to
observation x, € X.

In particular, we investigate the asymptotic behavior of S(")
as the average number of samples required to make a binary
decision diverges. This is performed by first establishing a set
of real-valued thresholds {70, 71} such that 79 < 0 < ~; and
defining our decision function d(S(™)) such that:

Hi, S > 4,
Ho, S <
n—=n+1, 5 <SM <.

(6)

d(s™) = (7)

Fig. 3a depicts two example cases of this process for a
particular {7o,v1} set with their respective S(™).

III. SEQUENTIAL HYPOTHESIS TESTING

In the case where the individual S(™) test statistic is given
by the LLR, this sequential test procedure is known as the
SPRT [2]. The SPRT has many qualities which are attractive,
most notably being that with i.i.d. increments

Sy = In (f(xn791)> ,
f (xn§ 00)

where the samples z,, are either drawn from Hy ~ f(x;60)
or Hy ~ f(x;01), the SPRT produces the sample optimal
decision procedure for a specified set of error probabilities
(a, B) [2]. Appealing to the Wald-Wolfowitz Theorem, all tests
of simple hypotheses Ho and H; require an average number
of observations greater than or equal to the SPRT to achieve
the same error probabilities [24].

Given that the distributions Hg and 7, are often either
entirely unknown or too complicated to directly model, we
are focusing on the case of S(™) being a data-driven function,
as in [10]. This decision statistic, denoted Su(dn) is given by:

S0 =3t (),
i=1

(®)

(©))

where ¢, (x;) is given by the per-sample D3F transformation
of x; (depicted in Fig. 3b for the test case outlined in Sec.
IV-A). We assume that there is a sufficiently large training set
Y of finite size m,,, where labeled data is available under each
hypothesis and is independent of X'. Via training against this
labeled data, we can produce a decision statistic parameterized
on our trained classifier, denoted S&n), which serves as a
sequential analog to the FSS D3F analyzed in [10]. We also
assume that there is a sufficiently large characterization set C
of finite size m,, where labeled data is available corresponding
to both Hj, and is independent of our observation set X'. Note
that C may be a subset of the training set ) [10].
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Fig. 4: Moment Generating Function of Sequential D3F in
Experiment Case, 6y = —0.1,0; = 0.1, Hy = L(z; 0k, 1).

The characterization set C will be used to derive important
statistical information about the increment t,(x) used to
produce SU(Jn), including the hypothesis conditioned moment
generating functions ¢y (z) (discussed in Sec. III-A) and
average increments puy under k = 0,1. This ¢4 (z) will be
approximated via the sample mean

1 &
Prm, (2) = — €™ (10)
¢i=1

m

which converges to ¢ (z) as m. — oo. Thus, given a finite
size C, we approximate ¢ (z) via the sample-mean of the per-
sample D3F under each hypothesis.

The performance of this S-D3F is then evaluated via two
primary metrics of interest:

1) The Average Stopping Number (ASN):

m =E[N[Hi], 7o=E[N[Ho] (In

2) The Error Probability curves:

am, = P[STY) > ~1|Hol, By = P[ST0) < ~o|H].
(12)

Note that in (12) we mean o, to be the probability of false-
alarm given that it takes 77 samples on average to make a
decision under ;. Similarly, (35, is the probability of missed
detection given that it takes on average ny samples to make a
decision under H,.

As we will detail thoroughly in Secs. III-B and III-C,
these two metrics are well approximated by functions of the
threshold set (g, y1) when certain statistical properties of the
increments can be observed empirically'.

Finally, as a comparison to the large deviations theory based
FSS D3F explored in [10], we examine the rate functions
I;.(71,70) for our sequential test, defined as:

—M, Ii(v0,m) = —ln(,io),

— (13)
ni 1o

In(v0,71) =

'Note that even in the simple hypothesis SPRT, (i.e., the ideal case
for classical sequential analysis), these metrics can only (in general) be
approximated when the thresholds have finite magnitude [2].

where the %k index indicates the true hypothesis Hj.

These expressions for the S-D3F are derived from the
solutions to ¢ (z) approximations, thus allowing the charac-
terization set C to inform the S-D3F’s expected response to
the observation set X, given that it is distributed according to
one of the two hypotheses whose samples are present in C.

We demonstrate that, using the S-D3F and under certain
regularity conditions, it is possible to achieve the maximum
possible error rate for both error probabilities as 7 diverges
for £ = 0, 1. This result is verified empirically using a large
number of Monte Carlo runs and compared against the SPRT,
which is guaranteed to achieve the maximum possible error
exponent [7].

The S-D3F is then compared against the FSS case examined
in [10], in which achieving a larger error exponent in one of
the error probabilities comes at the cost of a low error exponent
in the other.

Note that in the case of the comparison of the SPRT to the
FSS LLR, the asymptotic relative efficiency (ARE) allows for
the comparison of the FSS LLR and SPRT in terms of the
expected number of samples required to achieve a particular
set of error probabilities [3]. In the case of i.i.d. observations,
[3] also demonstrates that Wald’s approximations for the ASN
and error exponents become exact under certain asymptotic
circumstances.

A. Moment Generating Functions

Central to both metrics of concern is the moment generating
function ¢ (z) defined by:

or(2) = E[e™[Hy],

where 7 is a real valued random variable corresponding to
the elementwise test-statistic used for sequential hypothesis
testing. In the SPRT case, this corresponds to the single point
log-likelihood ratio 7 = s(x) = In (f(z;61)) — In (f(x;6))),
while in the D3F case 7 corresponds to t,,(z).

We assume that P(7 > 0) > 0, P(7 < 0) > 0, ¢ (2) is real,
continuous and differentiable for all z, and that £ ¢ (0) # 0
for k = 0, 1. If these conditions are satisfied, then the equation,

(14)

or(—2) —1=0, (15)
has exactly one nonzero real root z(fy), such that
2(0r) > 0 if E[7|Hy] > 0,
2(0r) < 0 if E[r|H] < 0. (16)

We do not need to prove this statement here, however we will
utilize its results and implications. For proof of this statement
see [2], [18], [25].

Fig. 4 depicts an example ¢, (—2z) and numerical approx-
imations to z(6j) for the S-D3F case. The z(f)) numerical
values are key to error probability curve approximations given
in Sec. III-B, which then factor into the ASN expressions
(covered in Sec. III-C) and the sequential rate function ap-
proximations given in Sec. III-D.

Note that in the SPRT case, we are certain to have z(6;) = 1
and z(0y) = —1 if E[s|H1] > 0 and E[s|Ho] < 0 [15].
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B. Error Probability Curves

The first metrics of performance analysis for our S-D3F are
the Error Probability curves «(7o, 1) and S5(70, 1) given by:

a(y0,m) = P{H1|Ho} = Q(6), (17)
1 — e—70z(00)

T e—m2(60) — e—02(60)’ (18)

B(v0,71) = P{Ho|H1} =1 — Q(61), (19)
_ »—712(01)

1—e 20)

- @*’YOZ(GI) — @*712(91) !

where Q(0) corresponds to the Operating Characteristic (OC)
function:

Q0) = P [ S™) < 70| Ha] . @1)
for £k = 0,1, as given in [2].
Under the assumption of “small excess”
‘E [S(M’Hi} — Iyl +e e>0, I;I ~0  (22)

(ie., at the time of making a decision our S™ is approx-
imately equal to one of the thresholds), we can use the
approximation [2]:

e_’YOz(e) — ]_

Q) ~

which after substitution into (17) and (19), and some algebraic
manipulation yields (18) and (20) respectively.

P () pp— (23)

C. Average Stopping Number
Given that the conditions in Sec. III-A are satisfied and that

po = E[s(x)[Ho] <0 < =E[s(x)|H], (24

we can specify the ASN for our test (under the small excess
assumption) to be given by

. 7112Q(0k) + 70 [1 — Q(6k)]

g & ; (25
Pk
meaning that (with some algebraic manipulation):
o N (’Yl — fyo) + 706_2(90)71 — 716_2(90)70
nO(’YOa’yl) ~ Lo (6_2(90)71 — 6—2(90)’70) 5 (26)
B — 4 vge #0071 _ A e=2(01)70
(0, ) & =10 0 = @7)

1 (6*2(91)71 — 6*2(91)70)



Note that in the case of the simple hypothesis SPRT, the
mean increment pj is related exactly to Kullback-Liebler
divergence between f(x;6;) and f(z;60) given by

i =E [m <§E§Z;)> ‘ Hl} 2D (13001 (2:60)
/

)
o2 [ (55|

This will play a role in the following section on the sequential
rate functions Iy (9, 1) we shall now develop.

=D (f(;00)[|f(2;01)) -
(28)

D. Sequential Rate Functions

The notion of an error rate function for a binary hypothesis
test has been a topic of study in both the FSS regime [6], [10],
[11], as well as for the SPRT [7], [22].

We now seek to extend this notion from the SPRT to the
S-D3F. In particular we specify

In(or,) In(By, )

IO(E1) = - n ) Il(ﬂo) = T
Iy 220

(29)

to indicate the rate of the error probability decay when the
truth is given by £ = 0,1 and the sequential decision process
takes on average 7;,j =0, 1,5 # k to conclude.

Given that the expressions (26)-(27) do not have analytical
solutions directly relating v to ny, we instead specify analyt-
ical forms for Iy in terms of the pair (yo,1).

Thus, our rate function expressions are given by

_ In(e(v0,7))

10(70771) = 51(70 ,71) ) (30)
1
(30, m) = _W’ (3D

where o and 8 are given by (18) and (20) respectively, and
no and my are given by (26) and (27) respectively.

In the limiting case, as |yx| — oo for k& = 0,1, these
expressions converge to

lim IO = —2(90),11,1, (32)

lim I, — _Z<91)M0a
Y1—00 ~Yo——00

which in the case of the D3F must be evaluated numerically
via the approximated ¢y (z), and in the case of the SPRT is
given by:

Jim o = D(f(z;01)|f (x5 00)), (33)
JJm Ty = D(f(w; 00)llf (23 61))- (34)

IV. EXPERIMENTAL RESULTS
A. Experimental Setup

For the experimental setup, a simple Laplace hypothesis test
case is run where

Hi = f(x;08) ~ L (25 o, 02) (35)

with gz 0 = —0.1 = —p, 1 and 02 = 1. The network setup
used is a single layer feedforward neural network with one 8-
neuron hidden layer, and a 2-neuron output layer correspond-
ing to the architecture used in [9]. The outputs of the neural
network correspond to an approximated p,, (Hx|x;). As in [9],
[10], the final transformation ¢, (x;) is given by:
tw(xi) =In (pu(Hal2:)) — In (po(Holz:)),  (36)
denoted as the per-sample D3F (depicted in blue in Fig. 3b).
The network used was trained on 20,000 labeled samples
pulled from each hypothesis distribution with binary cross
entropy as the loss function [5], and 100,000 sequences were
generated under each hypothesis for testing. The thresholds
(70,71) were symmetric such that v = |yg| = |y1| and were
chosen such that

p <y <3504,

where

g = min{|pol, 11|}

In our test cases, |uo| = |u1], so the scaling of ~ against ||
would have been roughly equivalent in either case, but this is
not true in general.

B. Error Probability Curves

Fig. 5 shows the comparison between the error probability
curves a(7yo,71) and B(0,v1) and the realized Monte Carlo
results for both the SPRT and S-D3F. While it is obvious that
the rate of exponential decay is higher for the SPRT, the S-
D3F has well behaved exponential error probability decay and
is well approximated by (18)-(20).

In this case, the moment generating functions for the S-
D3F under each hypothesis are roughly symmetric, resulting
in the error probabilities v and /3 decaying at roughly the same
exponential rate. In the case of ¢y (z) being very asymmetric,
there could be significant differences between o and (3, with
one error probability decaying much faster than the other.

The realized numbers of Missed Detections and False
Alarms in the Monte Carlo trials are given in Table I (with
some intermediary points omitted).

C. Average Stopping Number

Fig. 6 displays the comparison between the approximations
(26)-(27) and the realized empirical stopping times. Analyzing
the Monte Carlo results, it is clear that in the H case,
the expression (26) is a slight underestimate of the realized
average stopping time. This underestimation occurs in both
the S-D3F and SPRT trials, and could be a result of either
characterization error or the small excess approximation used
for both analytical curves. This underestimation is minor,
however, indicating that the ASN approximations (26)-(27)
perform well against the empirical results.
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TABLE I: Threshold selection for D3F trials (top) and SPRT trials (bottom) against realized errors where v = Ngu'

Ny D3F 1 10 100 150 200 260 | 300 | 310 | 320 | 330 | 340 | 350
MD 45368 | 43855 | 12698 | 5446 | 2281 793 | 374 | 311 | 247 | 206 | 171 | 150
FA 44960 | 44496 | 12865 | 5581 2265 | 751 385 | 314 | 260 | 211 | 179 | 154

Ng SPRT 1 10 50 100 150 200 | 250 | 300 | 325 | 350 | 375 | 400
MD 45277 | 44846 | 26195 | 12220 | 5069 | 2058 | 860 | 344 | 215 | 130 | 84 50
FA 45161 | 44895 | 26498 | 12053 | 5045 | 2038 | 776 | 316 | 198 | 137 | 85 55

D. Sequential Rate Functions

When analyzing Figs. 7a and 7b, the approximations

In = —2(00)p1, Iy — —z(601)po,

slightly overestimate the realized rate in the Monte Carlo trials
(on the order of roughly 1073). Given that the ASN curves
realized in the Monte Carlo trials slightly underestimate 7y and
71 (in both the SPRT and S-D3F), it is reasonable to assume
that will then produce an overestimated error exponent at a
particular 7 value.

It is also possible that the relative sparsity of the errors at
higher threshold values (making up only approximately 150
out of 100,000 trials in each case, as seen in Table I) has
led to an empirical estimate that overestimates the presence of
errors in the true asymptotic distribution.

In either case, it is clear that the approximations for the
rate functions given in (30)-(31) provide reasonable approxi-
mations of the rate of error decays when Hy and 7, are true,
respectively.

E. Comparison of Rate Functions Between D3F and S-D3F

It can be seen in (30)-(31) that the rate functions achieved
by the SPRT as |y;| — oo are equivalent to the maximum
possible rate functions achievable by one of the two I (y)
in the FSS case. Thus, in exchange for requiring a diverging
number of samples to make a decision Hy, the sequential test
offers the maximum possible error rates for both hypotheses
simultaneously.

This is visually shown in Fig. 2, where to achieve the desired
ITSS(y) = I} one would need to have the threshold very close
to fo, such that 1555 () ~ 0. In this way, the S-D3F (as well
as the SPRT) can achieve pairs of error rate functions which

the FSS D3F cannot, at the cost of potentially having the test
take longer to close in particular realizations.

V. CONCLUSIONS AND FUTURE WORK

In many ways, this work with the S-D3F is fundamentally an
extension of [9], [10] geared towards a different set of trade-
offs. While both cases have error probability curves which
decay against the number of observations (with n being a fixed
number in the FSS case, and NV being a random variable in
the sequential case), both demonstrate the capacity for data-
driven decision functions to have desirable properties similar
to classical signal detection approaches.

The S-D3F allows for a near-optimal sequential test proce-
dure with error probabilities that decay at roughly the same
asymptotic rate as a classical SPRT (as shown in Fig. 7), while
not requiring a clearly defined likelihood function (which in
many cases isn’t available). The approximations for the error
probability curves and ASN, given in (18)-(20) and (26)-(27)
respectively, allow for an insight into the False Alarm rate and
Missed Detection rate that is often not available for data-driven
methods. As a result, the S-D3F may be applied to a wide
variety of signal detection tasks where a parametric likelihood
function is not always clearly justifiable (e.g., extended object
detection in a video stream [16]).

There are still many avenues for future work which we will
pursue. Firstly, this analysis is only concerned with the simply
hypothesis problem on a fairly simple hypothesis test where
we had a clearly defined LLR. An extension of the S-D3F
to a composite hypothesis test could allow for many of the
same benefits under a much more flexible hypothesis testing
paradigm.



In addition, extension of the S-D3F to cases where there
are conditional dependencies between the observations would
allow for the S-D3F approach to be applied to cases like
video-streams where the observations may have Markovian
dependencies. [23] provides extensions of the SPRT process
to general non-i.i.d cases and this approach may be adaptable
to an S-D3F process.

In future we also plan to pursue a D3F approach to the
quickest detection problem. Data-driven methods could lend
themselves well to problems of change-point detection where
there may not be a reliable likelihood model. A D3F approach
to quickest detection could allow for many of the benefits
of classical changepoint detection applied to circumstances
where the observations many be heterogenous and complex
like contextual anomaly detection [21].
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